CYB ER SAF ETY ATH O ME m) National Institutes of Health

) ) o ) Cyber Safety. Protect our People and our Science.
Technology helps us unwind, connect, and save time - but it's important to understand cyber risks so that we can stay safe.

1. Secure All Networks 2. Lock Up Finances 3. Keep Tabs on Kids

Change default router and smart device passwords Set activity alerts for all accounts « Follow your children on all social media accounts
immediately after you buy them «  Don'tclick links in emails or texts that ask for financial info «  Have regular conversations about online safety
* Shut networks off when you leave your home for an «  Use multifactor authentication to log in when available +  Use parental controls to limit access to mature content
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4. Protect Data 5. Be Smart on Socials 6. Stay Safe on the Go

Create passwords that contain a mix of upper and lowercase « Never share personal information online (address, + Use a password or face recognition on your phone
letters, numbers, and symbols - use a sentence or phrase birthdate, etc.) + Install mobile device software updates as they are
that's easy to remember but hard to guess + Limit content sharing to people you know in real life available

+ Do not reuse old passwords when they expire « Don't open attachments or links in unexpected emails » Avoid connecting to public Wi-Fi whenever possible
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